( Confer

Connection Failed. Direct call to ...ELLUMINATE.COM failed.

This message displays when you are prevented from connecting to an Elluminate Live! server to authenticate
and join a session. This may be caused by a firewall/proxy or lost Internet connection.

Keywords sometimes found in the error message dialogue box:

- Connection timed out

- Proxy call to server: port via server: port failed

- Connection refused by proxy: Service Unavailable
- Try Again?

- 2187, 80

Connection failed ] X|

Connection failed.
Direct call to ELO2.ELLUMINATE.COM:2187 failed.
Operation timed out: connect
Direct call to ELO2.ELLUMINATE.COM:80 failed.
java.io.l 0Exceptio
HTTP/1.0 400 Bad Request
Try again?

@i? Cancel

—

Solution:

e Verify your internet connection is active.

e Configure your Proxy and/or Firewall settings to allow access to Elluminate Live.

Configure a Proxy Setting

Java Web Start should automatically detect your proxy settings. Various errors will direct you to change proxy
settings.

e Note: If any required address/port information is missing, contact a Systems Administrator.

Follow instructions for your operating system and/or browser.
(Windows, MAC OS X, Firefox, Solaris, Mozilla and Netscape are shown below)
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Windows

STEP ONE:

Go to the Start menu - Control Panel

e Open Internet Options control
e Select the Connections tab
e Click on LAN Settings...

2%
General | Securiy | Privacy | Content ogamsl Advanced |

NG | )
’:_J‘ s:“a:mm ntermet connection, clck Setup..

Diak-up and Virtual Private Network settings

Choose Settings # you need to configure & prosy I

serves for & cormection.

@ Neverdial 2
Local Araa Network (LAN) settings
LAN Settings do not apply to dialup connections. m
Choose Settings sbove for dabup settings. :‘
o If the Use a proxy server... field is checked, record the address and port information.
Local Area Hetwork [LAM] Settings B3

—Aukamatic configuration

Autornatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration.

[T Automatically detect settings

[ Use automatic configuration scripk

fddress I

Proxy server

r|7 Use a proxy server For vour LAM (These settings will
dial-up or ¥PN connections),

Address: |255.255.1 1 Port: IBDBD

\_ [ Bwpass proxy server for local addresses

(04 I Cancel |

o If Use a proxy server... field is checked, and the Address or Port is null,
click the Advanced... button. Record the information next to HTTP (or Gateway)
e If Proxy Address and Port or not present, contact your System Administrator.
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Proxzy Settings

T SErvers

Type Praosy address ko use Part

% HTTF: |255.255.1.1 + {3080
Secure: |255.255.1.2 : |a080
FTP: | 255.255.1.1 : |a080
Gopher:  [255.255.1.1 + |a080
Siocks: | ! |
[T Use the same proxy server For all protocols

Enter the Proxy Information into Java

STEP TWO:

e Go to the Start menu - Control Panel
e Select Java
¢ Click the General tab, click Network Settings

GBnBra||Update Java | Security || Advanced

About

Wiew version information abouk Java Control Panel,

Metwork Settings

Mebwark settings are used when making Internet connections. By default, Java
will use the netwaork settings in your web browser. Only advanced users should
modify these settings.

Select Network Settings button ) )I[ Network Settings. .

Temoorary Internet Files

¢ Click the Use proxy server radio button.
¢ Enter the information the Proxy address and Port information from step 5. (above)

Network Settings [z|

Metwork Procey Settings

Owerride browser prosey settings,

(7 Use browser settings
() Use proxy server

Address: |255.255.1.1 | Port: (3081 Advanced...

[] Bypass proxy server For local addresses

{:} Use aukomatic proxy configuration script
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Mac OS X

STEP ONE:

e Open System Preferences
o Select Network

e Select your connection.device from the Show drop-down box
86n Network

(= 7] (owar) a

Location: | Automatic 5]
[ show: | Built-in Ethernet s
———————{ TEP/IP | PPPoE | AppleTalk | Proxies | Ethernet b
Configure IPv4: | Manually Iy ]

IP Address: 192.168.100.102
Subnet Mask: 255.255.255.0

Router: 192.168.100.1

DNS Servers: 192.168.1.11
192.168.1.12

Search Domains: corp.elluminate.com (Optional)

e Select 'tﬁh—e‘ I5roxies tab

86860 Network
[« » || showall | Q

,
Location: | Automatic I

EILd
M’

Show: | Built-in Ethernet I

4k
SR

 e—— 1
[ TCP/IP | PPPoE | AppleTalk| | Proxies | Ethernet !
N——

Configure Proxies: : Manually | :]
Select a proxy server to configure: Web Proxy Server
[ FTP Proxy £ 255.255.255.0

¥ web Proxy (HTTP) m — .
1 Secure Web Proxy (HTTPS}
= v Set Password...

[ Exclude simple hostnames

o Copy the Address and Port fields from the Proxy Server field.
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STEP TWO:

Entering Proxy Information into Elluminate Live!

The proxy information should pass automatically from Java Web Start to Elluminate Live!. If it does not, a Connection
Failed error message will appear, and it may be necessary to manually configure the proxy settings in Elluminate Live!. In
this step, Elluminate Live! will be manually configured to use a specified address and port number to connect to a proxy.

1. Cancel the authentication process by clicking the Cancel button when prompted to try again in the Elluminate Live!
environment.

066 Connection failed

Connection failed.
Proxy call to https el07.elluminate.com:443 via 255.255.1.1:8080 failed.
Connection timed out
Proxy call to https el07.elluminate.com:443 via 255.255.1.1:8080 failed.
Connection timed out

Try again?

( Cancel (—0&—)

2. Select Proxy Configuration... from the Session menu.
3. In the ‘Type of proxy server...’ field, select ‘Use HTTP proxy server’.
4. Enter the proxy address recorded in the step above into the Server field, and the port number into the Port field.

NOTE: The connection failed message may have different server information then from above.
Elluminate connects currently on servers el01.elluminate.com through - el08.elluminate.com.

800 Configure Proxy
Method: = HTTP proxy server ]
Server: | 255.255.1.1 Port: | BOED

(Cancel :,l (—DI{ —)

5. Click OK.
6. Select Join the Session from the Session menu.
7. If this fails, go back to step 3 and select ‘Use HTTPS proxy server’.
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eonon | Proxy settings from launcher (direct) |
== Direct connection

SOCKS V4 proxy server
Method:
HTTP proxy server
HTTP proxy server (half-duplex)
HTTP direct

HTTP direct (half-duplex)

|

Red

Server:

L

800 Configure Proxy
Method: = HTTPS proxy server = ]
Server: | 255.255.1.1 Port: BOED -

(Cancel ) G—OI(—&

Firefox

STEP ONE:

Open Firefox

Go to Tools > Options

Click the Advanced button > click the Network tab
Click Settings

i 5 @ B o & &

| Main Tabs Content  Feeds  Privacy  Security | Advanced

General' Metwork I Update || Encryption |

Connection

Configure how Firefox connects to the Internet

Cache

Use up to ME of space for the cache

¢ Record the address and port numbers listed under
Manual proxy configuration
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DN NecLIon o LLINES

Configure Proxies to Access the Internet
() Direct connection to the Internet
() Auto-detect proxy settings for this network
(*) Manual proxy configuration:
[ HTTP Proxy:

STEP TWO:

Enter Proxy Information into Elluminate

In this step, manually configure Elluminate to use a specified address and port number to connect to a proxy.
This is done from the error message dialogue box.

¢ Click the Cancel button to cancel the authentication process.

Connection failed

e Connection failed.
Direct call to Direct el08.elluminate.com:2 187 failed.

Connection timed out

Direct call to Direct el08.elluminate.com:80 failed.
Connection timed out

Proxy call to http el08.elluminate.com:2187 failed.
Connection timed out

Proxy call to http el08.elluminate.com:80 failed.
Connection timed out

Try again?

| OK | Eancel

Select Proxy Configuration... from the Session menu

In the Type of proxy server...’field, select Use HTTP proxy server.

Enter the proxy address recorded in the step above into the Server and Port fields.
Click OK

NOTE: The connection failed message may have different server information then from above. Elluminate
connects currently on servers el01.elluminate.com through - el08.elluminate.com.

Configure Proxy

Method: | HTTP proxy server - ]
Server: (255.245.1.1 | Port: 3080 |
| OK | Cancel
e —
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e Select Join the Session from the Session menu

Note: If this fails, go back and select Use HTTPS proxy server.

Configure Proxy
Method: “HTTPS proxy server - |

Proxy settings from launcher (direct)
Direct connection
SOCKS V4 proxy server

Server:

HTTP proxy server
HTTP proxy server (half-duplex)
HTTP direct

HTTP direct {half-duplex)

Solaris SPARC 10

STEP ONE:

Mozilla

Open Mozilla

Select Options from the Tools menu

Select the Advanced button and then select the Network tab
Select the Settings button in the Connection area

w0 @ R e & &

Main Tabs Content  Feeds  Privacy  Security | Adwanced

General | Metwiark | Update || Encrypion |

& Select Settings Button

Connectian
{ Configure how Firefox connects to the Internet
Cache
{ Use upto ME of space for the cache

[ K ] [ Cancel l [ Help ]
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e Record the address and port numbers listed under Manual proxy configuration

Connection Settings E

Configure Proxies to Access the Internet

(") Direct connection ko the Internet

() Auko-detect proxy settings for this netwark

(%) Manual proxy configuration:

[ HTTP Proxy: | 255.255.255.0 Paort: | 5050 ]

|| Use this proxy server For all prakocals

9L Proxy: Port: |0
ETP Prozy: Port: |0
Gopher Proxy: Part: |0
SCCKS Host: Port: |0

() SOCKS w4 (&) SOCKS vS
Mo Proxy For: | localhost, 127.0.0,1

Example: .mozilla.org, .net.nz, 192,163,1.0/24
O Aukarnatic proxey configuration URL:

[ (o] 4 ] [ Cancel l [ Help

Netscape

Open Netscape

Select Preferences from the Edit menu

Expand the Advanced menu and select Proxies

Click the View button beside Manual Proxy Information

Record the address and port numbers listed beside HTTP Proxy and Security Proxy

If this information is not available or not present on your computer, you will need to contact your System
Administrator for assistance.

If you get a Java Web Start error when launching into Elluminate Live!, you may need to configure the
proxy settings for Java Web Start manually.

STEP TWO:

Entering Proxy Information into Java
Open Java Application Manager

e Solaris: Open a Terminal window and type javaws.
e From the General tab, select the Network Settings button
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Java Control Panel

General | Update | Java | Security | Advanced |

—Abouk

Wiew wersion information about 1ava Control Panel,

— Metwork Settings

Metwork setkings are used when making Internet conneckions, By default, Java
will use the network setkings in your web browser, Only advanced users should
modify these settings.

Select Network Settings button E ) [ Metwork Settings. ..

 Tempaorary Internet Files

Files wou use in lava applications are stored in a special folder for quick execution
later. Cnly advanced users should delete files or modify these settings,

[ Setkings... ” View, ., ]

[ K H Zancel ] apply

e In the pop-up, click the button to Use proxy server. Then enter the information you copied

before into the Address and Port boxes.
Metwork Settings |E|
 Metwark Prosy Setkings

Cweerride browser proxy setkings,

(") Use browser settings
(%) Use proxy server

Address: |255.255.1.1 Port: 3031 Advanced. .,

[ Bypass proxy server for local addresses

{:} Il=e automatic proxy configuration scripk

() Direct connection

[ 0] 4 l [ Zancel
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STEP THREE:

Entering Proxy Information into Elluminate Live!

The proxy information should pass automatically from Java Web Start to Elluminate Live!. If it does not, a Connection
Failed error message will appear, and it may be necessary to manually configure the proxy settings in Elluminate Livel. In
this step, Elluminate Live! will be manually configured to use a specified address and port number to connect to a proxy.

1. Cancel the authentication process by clicking the Cancel button when prompted to try again in the Elluminate Live!
environment.

Connection failed

Connection failed.

Direct call to Direct el08.elluminate.com:2187 failed.
Connection timed out

Direct call to Direct el08.elluminate.com:80 failed.
Connection timed out

Proxy call to http el0g.elluminate.com:2187 failed.
Connection timed out

Proxy call to http el0g.elluminate.com:B0 failed.
Connection timed out

Try again?

ok [ cancel

2. Select Proxy Configuration... from the Session menu.
3. In the ‘Type of proxy server...’ field, select ‘Use HTTP proxy server’.
4. Enter the proxy address recorded in the step above into the Server field, and the port number into the Port field.

NOTE: The connection failed message may have different server information then from above.
Elluminate connects currently on servers el01.elluminate.com through - el08.elluminate.com.

Configure Proxy

Method: |HTTP proxy server -
Server: |255.255.1.1 |Purt: 2080

OK Cancel

5. Click OK.
6. Select Join the Session from the Session menu.
7. If this fails, go back to step 3 and select ‘Use HTTPS proxy server’.

Y:\ELLUMINATE\CLIENT SUPPORT - Elluminate\Support Section - Connection Issues - HELP Documents - System
Requirements\Connection Failed - Direct call to ... failed 10.0 - P&F.docx 11-Oct-10 Page 11 of 18



Configure Proxy
Method: | HTTPS proxy server -

Prosxy settings from launcher (direct)
Direct connection
SOCHKS V4 proxy server

Server:

HTTP proxy server
HTTP proxy server (half-duplex)
HTTP direct

HTTP direct (half-duplex)

Configure Proxy
Method: | HTTPS pro=y server -

Server: |255.255.1.1 |Purt: 3080

OK Cancel

CONFIGURE a PERSONAL ROUTER or FIREWALL

General Tips:

Allow Java Web Start (javaws.exe) access to the internet - may require both inbound and outbound connections.
Elluminate Live! may require access separately - allow on both inbound and outbound connections.

Possible prompt to allow leEmbed access to the internet when conducting a Web Tour.

Configure the firewall/router to allow Elluminate traffic through.

Configure your Personal Router

Examples follow for the following routers:
e Norton Personal Firewall / Norton Internet Security
e McAfee Firewall
e Zone Alarm / Zone Alarm Pro

Allow outbound access to host addresses:

e el0l1.elluminate.com to el08.elluminate.com

Allow access for port IP addresses:
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e 216.220.49.[212,215,216]
e 65.110.166.[165 — 169]
Open Ports:

e 80 has to be open for outbound traffic
2187 has to be open for outbound traffic

Additional steps if above is not successful:

o Disable SPI (Stateful Packet Inspection) as it tends to interfere with out communication protocol.
e Specify the connecting machine as DMZ (Demilitarized zone).

Norton Personal Firewall
Steps to complete during first time use:

1. Approve the Java Web Start download.
2. At the prompt to confirm choose “Permit Always”.

3. Java Webstart will install correctly.

{3 Marton Personal Firewall

Program Control

Y i 2
b Kl narrﬁrmr
jare-1_4_2_ 0f-windows-|586-p-fow axe Is attempting to
access the Interret,

Shows Distails

‘armit Ahways (Recormmended)

" What do you want to do? ]

4. If you receive the error message "Java Installer Connection Error", download
and install our Offline installer.

Jawa Installer Conneclion Errar

The retalier canrot proceed wath the curent inbernet Conrecbon prowcy ssttings, Pleass check the [nstalsbon Nobes for more mfomasbon,

Retry Cancel

5. Approve Elluminate Live! to launch a session - a set of files will download to run.
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6. Select “Permit Always” to continue.

{7 Morton Personal Firewall

Program Control

4. Medium Risk 2
== &::;;stant

Evaw.exe is attempting to access the Inbermet,

aheows Datails
What do you want to do?
IParmit Abways (Recommended) . ]

Change the option to "Always allow connections to this program on all ports".

(% Morton Personal Firewall

Security Alert

#  Medium Risk 2
javaw exe is atternpting b2 listen for connections from other
COMpLIErS.
Show ls

tbways allow connections to this program on all ports

[ What do you want to do?

Set Permissions after the initial launch of Elluminate:

1. Open the application, select "Personal Firewall", and the click the "Configure" button.

System Status: OK @

) Seouity on
[ 8 Personal Firowal o Personal Firewall
Personal Firewal
¥ Intrusicn Detection on prokects your
.rfl iy Contr T 'C-ﬂ S Unauthorlzed access
Ay AdBlocking off

I Conhguie |
W

2. Gotothe "Programs" tab:

e Find the program "javaw"
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e Click the “Internet Access”
e Select "Permit All".
e Click "Ok" and "Close".

Manual Program Control

Create custom Internet access settings for indwidual programs. To quickly idendify
and configure all Internet programs on your computer, click Program Scan,

3= Miozalt Gensne Hosl Process forwin32 Semvices

4B Miciosalt Inbemet Explorer

McAfee Firewall

Approve the Java Web Start download

At the prompt check “Yes, allow this time”.
Approve Elluminate to launch session.
Allow download the files to run.

PN E

McAfee Firewall Alert

McAfee Firewall Communication Alert

A program has tried to access the Internet.

What is it?
Name: Phj2re-1_4_2 06-windows-i586-p-iftw.exe
Path: Phizre-1_4_2 06-windows-i586-p-iftw.exe

Installed: Thursday, December 02, 2004

Do you want to allow this program to access the
Internet?

(@) Yes, allow this time
[ (O No, deny this time ]

If you recognize this program and do not want to be alerted again,
then check this check box.

| recognize this program. |n the future, do not alert me

“)MCAf@e [ Advanced rule editor... ][ 0K [}][ Help ]

BECURITY

th

5. Click "Allow this program to communicate in any way it wants"
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McAfee Firewall Alert

McAfee Firewall Rule Violation

A program has tried to access the Intemet in a new way.

What is it?
Name: C:\Program Files\Java\j2re1.4.2_0B\java
Path: C:\Program Files\Java\j2re1.4.2_0B\java

Installed: ‘Wednesday, December 15, 2004

What did it try to do?
outbound TCP/IP, to port 2316 [ephemeral]

What do you want to do?

(®) Allow this program to communicate in any way it wants

@) Allow the communication, and continue to leam how the
program communicates during this session

) Allow the communication this time

() Block the communication this time

cogrize this program. |n the future, do not alert me

t’)MCAf@e [ Advanced rule editor... H 0K [,}l[ Help ]

SCECURITY

If these messages appear:

1. Click "Yes, allow this time"
2. Check "I recognize this program. In the future, do not alert me."
3. Click OK

McAfee Firewall Alert

McAfee Firewall Communication Alert

A program has tried to access the Internet.

What is it?
Name: m Fileshava\j2rel.4.2_0Bhbin‘javaw.exe
Path: C:\Program Files\ avahj2rel.4.2_0B\biny

Installed: ‘Wednesday, December 15, 2004

Do you want to allow this program to access the
Internet?

(®) Yes, allow this time ]
(O No, deny this time

If you recognize this program and do not want to be alerted again,
then check this check box.

[ [¥] 1 recognize this program. In the future, do not alert me ]

m [ Advanced rule editor... ] I oK [}l [ Help ]

If you have set permissions:
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1. Open the application and select "Control Internet Programs".
2. Select "Control Internet Programs".

Tasks A

Contral [ntermet programs
[ ol | L ’f} ]

View network activity

Set alert preferences
Perform security check

Cat starhiin Antinns

?-glam Name Sta & Add

= . : s

J \Program Fileshavahj2rel.4.2_06%javawshjavaws.exe R ve
[Windows® installer v3.0.3790.2180 [Filte —

\ 3

}:: \Documents and Settings‘mikebarton\Local Settingsh... (Filte
MSN Messenger vWersion 6.2 [Filte

[FuLaunch v2.00.1131.0 [Filte

| <2 1 >

g%ﬂow this program to have full, unfiltered access to the Intemet
lock this program from accessing the Internet
() Filter this program'’s access to the Intemet (recommended) Customize

Zone Alarm Firewall

1. Approve the Java Web Start download.
2. At the prompt click “Remember this setting” and “Allow”.

fr N

“ /. NEW PROGRAM

j2re-1_4 2 06-windows-i586-p-iftw.exe is
|_trying to access the Internet.

Yalidation: Mot available in Zoneblarm
Application:
j2re-1_4_2_06-windows-i586-p-iftw. exe

Destination IP:  209.249.116.141:HTTFP
More Information Available:

N

This is the program's first attempt to access the
Intermet.

AlertAdvisor '

+ Want to have fewer alerts?

| Find out how.

,
[ Remember this setting.

( Allowy ][ iDeny: |

3. If you receive the error message "Java Installer Connection Error" as shown below, you will need to
download and install our Offline installer.
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Jawa Installer Conneclion Errar

The retalier canrot proceed with the curent Inbernet Conrechion proxy s=ttings, Pleass check the [nstalston Nobes for morme nfomsbon,

nmlc,mc:l|

3. Approve Elluminate to launch a session. Allow the files to download and run.

"~ N
1 ZoneAlarm Alert “

REPEAT PROGRAM /7 NEW PROGRAM
javaws.exe is trying to access the javaw.exe is trying to access the
Internet. Internet.

Walidation: Mot available in Zonedlarm Validation: Mot available in Zonedlarm

Application: |avaws.exe Application: javaw.exe

Destination |P: 127.0.0.1:Port 1081 Destination IP: 127.0.0.1:Port 1082

More Information Available: More Information Available:

This program has previously asked for Internet access. This is the program's first attempt to access the
Internet.

AlertAdvisor AlertAdvisor |

\i/ Want to have fewer alerts? \i/ Want to have fewer alerts?
Find out how. ) | Find out how.
[ Remember this setting. [ Remember this setting.
( Allow ][ iDeny: ] ( Allow ] Deny |
\. AN / W,

Steps to complete if you have set permissions:

1. Open the application.

2. Select "Program Control"

3. Find "javaw.exe" and "javaws.exe"
4. Select "Allow" for all fields.

Vo) JEVEL LIV URRELE Ivuauie
: javawy .exe
::] javawvs exe

:] LSA Shell (Export Yersion)
B MSN Messenger
:j Services and Cortroller app
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